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When Actions Bring Unintended Harm
Manitoba’s Health Regulators Raise Awareness
of Manitoba’s Apology Legislation
On October 27, 2014, the Manitoba Institute for Patient Safety
(MIPS) and the Manitoba Alliance of Health Regulatory
Colleges (the Alliance) released an information sheet to raise
awareness of Manitoba’s Apology Legislation and promote
apology as the correct and humane thing to do when the
actions of caregivers bring unintended harm to patients and
families. The Human Rights Museum served as the backdrop
for the release, and Dr. Jennifer Laforce, C.Psych. represented
P.A.M.

Based upon its 10 years of patient-safety related experience,
The Manitoba Institute for Patient Safety knows that patients
and families need the truth when harm happens as a result of
their healthcare experience.
“Saying sorry shows humanity, not guilt. We believe the spirit
of Manitoba’s Apology Act is to give practitioners confidence to
do the right thing and apologize,” said Laurie Thompson,
executive director of the Manitoba Institute for Patient Safety.
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“To have the Alliance health regulatory
bodies agree on common language about
the importance of apology is of
enormous significance to building
transparency and trust between health
professionals and patients. Regulatory
colleges are standing behind their
members who feel the need to apologize
when things don’t go as planned.”
At the same time,
health
professionals can
feel enormous
guilt, shame,
remorse,
depression and
devastation for
being the
unwitting instrument that has seriously
harmed another. MIPS and the Alliance
believe that most health professionals
want to do the right thing but they, and
the systems they work in, fear that
apologizing to patients and families will
void their malpractice or liability
insurance, trigger legal action, or could
be seen as an admission of guilt in court.
“In coming together to form the Alliance
we began discussing various common
issues and concerns facing our
members,” said Adam Chrobak, the
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Chair of the Manitoba Alliance of Health
Regulatory Colleges. “We realized how
little awareness there was of Manitoba’s
Apology Act among the regulatory
bodies and our members. We are very
proud that we are now taking a united
stance on encouraging more open
dialogue with patients by supporting
our members to do the right thing and
apologize if our actions have

unintentionally harmed a patient and
family.”
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• A reminder that an apology is not
an admission of guilt in the eyes of
Manitoba’s provincial courts
“Patients and their families rightly
expect to be told when something has
happened that has harmed them or had
the potential to harm them,” said Marg
MacDonald, the chairperson of the
Manitoba Institute for Patient Safety’s
Patient Advisory
Committee.
“From personal
experience, I know
that informing
patients and
families fully and
with honesty is
vitally important
and the right thing to do.”

The Apology Act Information Sheet will
be prominently displayed in all of the
regulatory body offices, shared with all
their 25,000 members, and distributed
throughout Manitoba’s health system.
• Why an apology is important for
Practitioners needing help apologizing
family and patients
• Why an apology can be healing for are encouraged to check the policies of
the organization they work for and to be
the health professionals involved
in touch with their respective regulatory
• Suggestions on how to apologize
body for advice and guidance.
• What is covered by Manitoba’s
Apology Act
Continued p. 3

The Apology Act Information Sheet
released by MIPS and the Alliance
contains information about:

Manitoba Alliance of Health Regulatory Colleges and MIPS at the Museum of Human Rights.
Dr. Jennifer Laforce, C.Psych., Representing P.A.M., second from the left.
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ABCs and 123s of Encryption

Here’s what practitioners need to consider and why
From Good Practice: Tools and Information for Professional Psychologists (Spring/
Summer 2014), American Psychological Association Practice Organization
www.apapracticecentral.org
Dr. Smith left his laptop containing 400
client files on a table in his local café for
only a few minutes while he purchased a
beverage. When he returned to his table,
the laptop had been stolen.

their practice, it is important to have a
basic understanding of the Health
Insurance Portability and Accountability
Act Security Rule as well as encryption.

Advance Encryption Standard (AES) is
the type of key that the federal
government has adopted. There are
three different key lengths: 128, 192 or
256-bit. These key lengths are considered
What is Encryption and How is it
strong and suitable for encryption. When
What happens next? If the information
Beneficial?
looking at encryption products for your
stored on his laptop was not properly
system, most vendors will list the level
encrypted, he will have to give “breach
Encryption is the conversion of data into or strength of the algorithm used in AES
notifications” to all 400 patients and the
a systematically scrambled format that is terms. The largest-bit encryption is the
US Department of Health and Human
very difficult for unauthorized persons
most secure and is sometimes not
Services (HHS). However, if the laptop
to decode. For example, an unauthorized significantly more expensive than
was encrypted, he does not have to
person may see symbols or numbers
smaller-bit encryption.
worry about breach notification and can rather than letters.
focus on finding his backed-up files and
In order to access the information that
getting a new laptop.
It is possible to encrypt plain text as well has been encrypted, users must
as digital media such as scanned
authenticate who they are to ensure that
In today’s high-tech environment, there
documents, photos and videos.
they have appropriate access. Different
may be many threats to the
Encryption also can protect you from
types of authentication methods include
confidentiality of personal information
threats such as computer viruses and
passwords and personal identification
stored on computers, smart phones, flash other malware that can “steal” your
numbers (PIN). It is important to
drives and tablets. Many of these threats, client’s protected health information as
establish a strong password, change it
such as accidentally sending a file to the well as your own personal data,
regularly and make sure not to lose it.
wrong person, are unintentional.
although there are limitations to this
However, there are also intentional
protection as discussed later in this
Strong passwords combine capital and
threats, such as actual theft of electronic
article. Encryption protects data until it
lowercase letters, numbers and symbols
devices or fraud, including identity theft. is decrypted, or unscrambled, using the
(such as *%&). A password should not be
The use of technology in health care is
correct password.
a single word found in the dictionary,
becoming commonplace with the advent
but rather a word or phrase that you can
of electronic health records and the
For health care professionals, encryption modify with symbols and numbers. For
increasing utilization of laptops, smart
is beneficial for protecting against
example, “Th€ r@in !n Sp@1n” would be
phones and tablets. Advances in
unintended or unauthorized access to
an appropriate passphrase (provided
technology allow providers, including
confidential patient information.
only as an example – please do not use
psychologists, to better serve the needs
Encryption makes it difficult for an
this for your passphrase).
of clients in different settings.
unauthorized user to make sense of the
encrypted material, thereby enhancing
A password or phrase that you can
Technology also enables psychologists to patient privacy.
readily recall may be suitable. However,
collaborate more effectively with
utilizing a phrase that you do not easily
primary care providers and other health How does encryption work?
remember may provide more security
professionals. For those psychologists
and be more difficult for hackers to
who are using technology or thinking
Encryption uses a key, or mathematical
“crack.” Also, it is important that you do
about incorporating technology into
algorithm, to scramble the data. The
not use this same password/passphrase
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for anything else, such as an email
password.
If the password is lost, it may not be
possible to recover the encrypted data.
Keep this information in a different place
than on the device being encrypted and
not in any easily accessed location, like
taped to the monitor screen, as this may
compromise security.
Types of storage encryption
Encryption can be implemented in many
different ways. It is possible to encrypt
an individual file that contains sensitive
information or to encrypt all data stored
on a computer. The appropriate level of
encryption depends on the type of
information you want to store, the
amount of information to be stored and
the different machines or devices on
which the information will be stored. For
example, if you are encrypting ePHI or
financial information, consider using the
strongest encryption option (AES 256bit). If you are encrypting personal
information such as photos, a lesser
strength option may be appropriate.
Following is an explanation of three
types of storage encryption. Keep in
mind that, even if encryption is used, it is
important to maintain backups of all
information.
1. Full disk encryption, or whole disk
encryption, is a process by which all the
data on the hard drive of a computer is
encrypted. Full disk encryption is
generally only used on laptop or desktop
computers, not tablets or smart phones.
Access to any and all data on the
computer is allowed only after successful
authentication using a password or PIN.
When users go to turn on this computer,
they will be prompted to authenticate
themselves. With successful
authentication, the computer will start or
“boot up.” An unauthorized person who
attempts to turn on the computer
without the key will not be able to access
any information.
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It is important to note that this type of
encryption may not protect your
computer against malware. Malware,
short for malicious software, is software
that can be used to gain unauthorized
access to private computer systems or
gather sensitive information. A common
example is a computer virus. (It is
possible to accidentally download a virus
while you are searching the internet and
click on a link, or when you open an
email attachment. Do not click suspicious
looking links in emails or open any
attachments that come from someone
you do not know.)
Full disk encryption may not be able to
protect against malware attacks because
it can only protect the data in encrypted
form while the computer is not running.
Once it is booted up the entire disc
becomes decrypted and the malware can
gain access to the information. This type
of encryption may be best suited for
protecting all the data on your device
from loss or theft when the computer is
not running. If you use full disk
encryption, it is particularly important to
set your computer to go into locked
mode if it is not used for a few minutes
in order to protect encrypted information
from theft.
2. Virtual disk encryption is the process
of encrypting a file, called a container, on
your computer, which can hold many
files and folders. This type of encryption
allows for some flexibility in how your
computer is set up and encrypted. It is
possible to set up two containers on your
computer system – with all client and
business files within one container, and
personal information in another. Access
to a container is only allowed after
proper authentication.
This type of encryption can be used on
all types of electronics: computers/
laptops, smart phones, tablets, flash
drives and external hard drives. The files
in virtual disk encryption are portable,
meaning they can be copied from one
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medium to another with the encryption
intact.
Virtual disk encryption offers better
protection against threats posed by
malware. Because this type of system
requires a second authentication,
separate from logging on to your
computer, those files will be safe from
any potential malware threats until the
encrypted files are opened. Whereas full
disk encryption can encrypt your whole
computer, virtual disk only encryptions
portions of the data that you choose.
Virtual disk encryption allows for greater
protection of PHI in the advent that
malware is accidentally downloaded into
your computer. With virtual disk
encryption you are allowed time to
discover and alleviate any malware
issues before opening the “containers;”
whereas with full disk encryption you
are opening your computer up to a
security threat when you log in because
there is no second wall of protection.
3. File folder encryption is the process of
encrypting individual files or folders
within your computer. Each individual
file or folder would be accessible after
successful authentication by an
authorized user. As with virtual disk
encryption, this type of encryption is
portable and can be used on all types of
storage for computers, smart phones,
tablets, etc. This type of encryption is
also better protected against malware
threats as explained above.
While virtual disk encryption and file/
folder encryption sound similar, there is
one major difference. The container used
in virtual disk encryption is a single,
opaque file. No one can see what files are
inside that container until it is decrypted.
File/folder encryption is transparent, so
anyone with access to the file system
may be able to view the names for
encrypted files and folders (but not the
information within those files).
Accordingly, practitioners generally
should avoid putting patient names on
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encrypted files/folders. For example,
you could assign a number or other code
to each patient and not even identify
them as patients so that an unauthorized
user would only see that the device
contained files 1 and 2 instead of patient
files for James Jones and Mary Smith.
In summary, virtual disk encryption may
offer the best option for many
practitioners. While file/folder
encryption may be suitable for some
users, the need to save multiple single
files or folders generally makes it a less
efficient choice than virtual disk
encryption. Sometimes a combination of
storage encryption options is
appropriate.
What to consider when choosing
encryption software
Any independent practitioner, small
group practice or organization will need
to consider the following matters:
Identify your practice needs.
• Which devices need encryption? For
example, your personal devices or just
business computers? Your laptop,
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tablet or cell phone? A good rule of
thumb is to encrypt those devices that
you utilize in your practice and that
may have ePHI on them.
• Who should be an authorized user?
Who should be able to access the
encrypted ePHI? Also consider
whether employees and/or clinicians
in your practice need access to different
levels of information. For example,
does your receptionist need access to
the full client record or only the
schedule file?
• Which type of encryption is best suited
for your practice or organization?
Multiple types of technology may be
used concurrently to protect against
different threats. For example, you may
want to use full disk encryption to
protect against data loss due to a
computer crash or theft and virtual or
file encryption to provide additional
protection for client information that is
more sensitive.
Do your research. Look into different
encryption software vendors and ask
questions. A simple online search – for
example, using Google or Bing – will
identify several products that may be
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suitable for your practice. It is in your
best interest to research those companies
by reviewing their websites and
contacting customer service to ask
questions. It is in a company’s best
interest to make sure you understand the
product and how well it is suited to your
practice.
Consider cost. There are a lot of
encryption product options ranging in
price from free to several hundred
dollars or more. You may wish to
compare a free option like TrueCrypt
(www.truecrypt.org) to a product
available for purchase like BestCrypt
Enterprise (www.jetico.com/dataprotection-encryption-bestcryptenterprise/). (Note: Neither the
American Psychological Association
(APA) nor the APA Practice Organization
endorses or recommends specific
encryption products.) You will want to
choose the encryption that is best suited
to your practice – not necessarily the
most expensive option.

Online CE Opportunity
Manitoba Heath is offering one hour of online training in The
Personal Health Information Act (PHIA). The program is
offered free of charge as a means of ensuring that health care
providers and those working with them fully understand and
can comply with their obligations under PHIA.
For more information or to register, go to: http://www.trainingtodo.com/
mbhealth/secure/phia-for-individuals.asp
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Registering Applicants with Disabilities
by Richard Steinecke, LL.B.
Reprinted with permission from Grey Areas No. 177
Grey Areas has been published by the Toronto law firm Steinecke Maciura LeBlanc since July, 1992, and focuses on recent
developments in professional regulation, analysis of recent studies, examination of recent cases, and scrutiny of recent
legislation.
Regulators know that they must
initially, and that is not necessarily true
applicant can meet the required
accommodate applicants with
for the candidate fire fighter.
standards. Disabled applicants can meet
disabilities. Typically this requires
A publication by the Health Professions
the standard through accommodation,
procedural accommodations to offer
Council of the United Kingdom offers a
but they still must meet the standard.
applicants a fair means of demonstrating useful tool for regulators struggling with Initial applicants “need to meet all of the
their abilities (e.g., more time to
this difficult question. The Health
standards of proficiency for their
complete a written examination for
Professions Council registers and
profession.” Once registered however,
those who have a reading disability). But regulates a number of health
their scope of practice may change so
what is the duty to accommodate an
professions. Entitled: “A Disabled
that they can no longer show that they
applicant who has a disability that
Person’s Guide to Becoming a Health
meet all of the standards of proficiency.
prevents the applicant from meeting a
Professional.” It is in remarkably plain
This may be:
competency for the profession? For
example, there are certain things in
•Because of specialisation in their
certain professions that disabled
job;
people cannot do even with
•because of a move into
accommodation (e.g., a blind fire
management, education or
At
what
point
does
a
disability
fighter cannot safely enter into a
research;
burning building). At what point
•because of a disability or a
prevent the person from
does a disability prevent the
health issue;
entering the profession?
person from entering the
•or,because their fitness to
profession at all?
practise in certain areas is affected
for another reason.
One perspective on answering this
question is to ask whether a person
A changing scope of practice is
language
and
is
packed
with
helpful
would be removed from the profession
not necessarily a cause for us to take
examples and illustrations.
if they developed the disability after
action or a cause for concern. Some
being registered. For example, would a
disabilities, however, cannot be
First, the Guide distinguishes between
fire fighter be removed from the
accommodated in this way for
meeting
standards
and
likelihood
of
profession if he or she became blind
applicants for registration where the
after an accident? The answer is perhaps being employed. The difference between disability prevents the applicant from
registration and employment means that demonstrating a core competency. Take
not, but that the fire fighter would be
someone who meets all of our standards the example of someone with poor
restricted to performing functions that
for their profession may not ever work
can be safely done, with
eyesight who wishes to become a
accommodation. So, is a blind candidate in some areas of that profession, or may
chiropodist / podiatrist. The Guide
choose not to. Example: A paramedic
for fire fighter in the same position?
approaches that illustration as follows:
has a mobility problem with her legs.
Again the answer is probably no
She completes her paramedic training
because the existing fire fighter
In particular, [regulatory staff] note that
and is successfully registered. She then
demonstrated all of the core
the standards for chiropodists and
competencies when becoming registered takes employment in research. The
podiatrists (2b.4) say that people
Guide states that the key is whether the
registering must be able to “carry out
Manitoba Psychologist Volume 31, Number 2, Winter, 2014-2015. Page 8
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surgical procedures for skin and nail
conditions. They are concerned about
the applicant’s ability to perform scalpel
work, which forms an important part of
the course. They discuss this with the
practice placement coordinators, who
agree that surgical and scalpel work is
such an important part of their work
that it is considered to be a professional
skill, without which someone is not able
to be a chiropodist or podiatrist. They
contact the university disability officer,
to discuss the possibility of an assistant
helping the applicant with this part of
the course. After some discussion about
the assistant’s role, they reach a decision
that this is not a possible way forward.
The admissions staff and the disability
officer decide that an assistant could not
help the student with surgical work
because such a system would rely on the
assistant’s surgical skills, knowledge
and experience, and would not use the
applicant’s skills. The university decides
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not to offer her a place. They contact the
applicant to discuss with her the other
health courses they offer which may be
more appropriate for her. This example
illustrates that regulators need to word
their core competencies carefully. The
Guide gives the example of a paramedic
where the competency is not to be able
to lift someone safely, but rather to
know how to lift someone safely. Thus
an applicant paramedic could be
registered even with a disability
preventing him or her from lifting
individuals. Further, regulators need to
ensure that their core competencies are
not discriminatory. For example, if one
can be a paramedic (although perhaps
not working in a front line, emergency
setting) without actually lifting
individuals, then it would be
inappropriate to require applicants to be
able to lift individuals.
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Clearly, one of the major challenges for
regulators is to determine which of their
competencies must be performable
personally by applicants, such that a
disability excludes the applicant from
the profession and which are not.
The Guide goes on to give assistance to
regulatory staff on how to avoid
stereotypes and assumptions when
dealing with applicants who have a
disability. It also discusses effective
communication by regulatory bodies
(of which the Guide is an excellent
example).
The full Guide is at: http://
www.hpcuk.org/assets/documents/
1000137FAdisabledperson%27s
guidetobecomingahealthprofessional.pd
f

Be Smart...

...say Yes! when you’re asked to sit on a
P.A.M. Committee.

Manitoba Psychologist Volume 31, Number 2, Winter, 2014-2015. Page 9

M

A

N

I

T

O

B

A

registrar [ˌrɛdʒɪˈstrɑː ˈrɛdʒɪˌstrɑː]
n
1.

2.
3.

chief administrative official responsible for
maintaining legal registers of, and
appropriate information about, P.A.M.
Members
person responsible for providing information
as required by the Provincial Minister
first point of contact for members of the
public seeking information about psychology
in Manitoba, or who are concerned about the
actions of a P.A.M. member

Dr. Alan Slusky, C.Psych., Registrar
Psychological Association of Manitoba
162 - 2025 Corydon Ave., #253
Winnipeg MB R3P 0N5
P (204) 487-0784
F (204) 489-8688
E pam@mymts.net
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Have you Written a
Professional Will?
Under the Regulated Health Professions Act
(218.4 (1)), if a Member of a College die without a
Professional Will in place, the College will be
obliged to ensure that the records are promptly
secured and protected... by appointing a College
Member to take charge of them, or petitioning
the court to appoint a custodian. The College
might need to take possession of the deceased
Member’s records itself.
The administrative and financial challenges are
obvious. So are the potential difficulties for
patients.
Make your wishes known, and put a Professional
Will in place now. For more information, speak
with the Registrar.

Manitoba Psychologist
Manitoba Psychologist is published twice each year, Summer and Winter, by the Psychological
Association of Manitoba (ISSN0711-1533) and is the official publication of the Psychological
Association of Manitoba. Its primary purpose is to assist P.A.M. in fulfilling its legal
responsibilities concerning the protection of the public and regulation of psychology in Manitoba.
It also seeks to foster communication within the psychological community and between
psychologists and the larger community.

Feedback, story suggestion welcome. Contact the Editor:
Neal D. Anderson, Ph.D., C.Psych.
633-1445 Portage Avenue
Winnipeg, Manitoba R3G 3P4
P (204) 489-1682 F (204) 489-1748
anderson@andersonadkins.ca
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